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Abstract:  

This study presents a comprehensive review of 462 cybersecurity research papers published between 

2014 and 2023 in peer-reviewed, ISI, and Scopus-indexed journals, analyzing trends, gaps, and 

methodologies to map the field’s evolution. Utilizing a mixed-methods approach, it integrates quantitative 

bibliometric analysis—revealing a 72% surge in publications peaking at 100 in 2019, with Europe (29.44%) 

and North America (27.27%) as leading contributors—and qualitative thematic analysis, identifying 

persistent gaps such as limited empirical validation and scalability concerns. Key findings highlight a shift 

from descriptive to quasi-experimental and meta-analytic research, a dominance of “cybersecurity” as a 

keyword (peaking at 38 occurrences in 2019), and extensively studied areas like solutions (12 instances) and 

threats (10 instances), contrasted by underexplored topics like quantum cybersecurity (2 instances) and 

longitudinal analysis (1 instance). Contributions to practice include informing adaptive security policies, such 

as Singapore’s 30% breach reduction via legislative frameworks, and emphasizing human-centric training, as 

evidenced by low cyber hygiene among vocational students. For future research, the study proposes 

prioritizing empirical testing of AI-driven defenses and longitudinal studies on IoT vulnerabilities to address 

evolving threats. By delineating this landscape, the review equips practitioners with evidence-based strategies 

and directs researchers toward critical gaps, enhancing cybersecurity resilience in an increasingly digital 

world. 
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INTRODUCTION 

In the age of information, as Amit Ray aptly states, “Ignorance is not bliss, it’s vulnerability” [44]. This 

powerful insight underscores the critical role of cybersecurity—the practice of protecting systems, networks, 

and data from digital attacks—in today’s interconnected world. Our lives are increasingly woven into the 

digital fabric, from managing personal data to conducting financial transactions online. Yet, this convenience 

comes with a hidden cost: the ever-present threat of cybercrime, orchestrated by malicious actors exploiting 

user vulnerabilities. Over the past decade, cyber threats have surged dramatically, with the global cost of 

cybercrime rising from $445 billion in 2014 to an estimated $10.5 trillion annually by 2025, according to 

Cybersecurity Ventures [39]. This escalation highlights the urgency of robust cybersecurity measures as a 

shield in this complex digital landscape, where every interaction—be it a conversation, transaction, or 

creative pursuit—leaves a traceable digital footprint ripe for exploitation [17]. 

The stakes are high, as evidenced by real-world incidents that have shaken industries and 

governments alike. In 2021, the Colonial Pipeline ransomware attack—a malicious encryption of critical 

systems demanding payment for access—halted fuel distribution across the U.S. Southeast, exposing 

vulnerabilities in critical infrastructure [9]. Similarly, the 2017 Equifax data breach compromised the personal 

data of 147 million individuals, illustrating how phishing—deceptive emails tricking users into revealing 

sensitive information—and zero-day exploits—attacks targeting undiscovered software flaws—can 

devastate lives through identity theft and financial loss [26]. Cybercriminals, driven by motives ranging from 

financial gain to espionage or activism, deploy tactics like ransomware and stealthy malware that evades 

detection [16]. These examples underscore that cybersecurity is not a luxury but a necessity in combating an 

evolving threat landscape [36]. 

Addressing cybercrime demands a multi-layered defense, blending cutting-edge technology with 

human vigilance. Tools like firewalls, intrusion detection systems, and encryption form the technological 

backbone, continually evolving to counter sophisticated threats [16]. Yet, technology alone is not enough—

human error remains a leading vulnerability [51]. The proliferation of the Internet of Things (IoT) and cloud 

computing amplifies risks, necessitating advanced security for data stored on remote servers [17]. Globally, 

nations adopt varied strategies to bolster defenses. For instance, Singapore’s Cybersecurity Act of 2018 

mandates rigorous protection for critical infrastructure, reducing breach incidents by 30% within two years 

[17], while Japan’s public-private partnerships enhance threat intelligence sharing [17]. In contrast, the 

Philippines’ National Cybersecurity Plan, launched in 2017 by the Department of Information and 

Communications Technology, seeks to safeguard critical systems but struggles with limited resources, 

achieving only partial implementation [20, 21]. These policies illustrate how legal frameworks, alongside 
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practices like multi-factor authentication and staff training, fortify cybersecurity—yet their success hinges on 

execution and awareness [16, 51]. 

Despite these efforts, cybercriminals adapt ceaselessly, exploiting gaps in defenses. Between 2014 

and 2023, cyberattacks surged by 72%, per IBM data [30], targeting sectors from healthcare to finance. This 

study analyzes cybersecurity research over this period, mapping trends, methodologies, and gaps to guide 

future efforts [17]. For example, while ransomware defenses have advanced, research on zero-day exploits 

lags, leaving systems exposed [16]. By pinpointing these deficiencies, this analysis aims to steer future studies 

toward pressing challenges, fostering innovative policies and technologies. In a digital era where threats grow 

ever more cunning, understanding and enhancing cybersecurity is paramount to protecting individuals, 

organizations, and nations from catastrophic risks [17, 20]. 

Statement of the Problem 

1. What is the cybersecurity research landscape from 2014 to 2023 in terms of the following metrics? 

1.1 Annual publication quantity 

1.2 Geographical distribution of publications by continent 

1.3 Frameworks and methodologies used in the studies 

1.4 Types of research conducted  

    1.5 Key trends in the keywords used across studies 

2. What recurring gaps and limitations can be identified in the existing cybersecurity research from 

2014 to 2023? 

3. Which specific areas within cybersecurity have been extensively studied, and which areas have been 

underexplored by researchers? 

4. Based on the findings, what is the landscape of cybersecurity research?   

Conceptual Framework 

 This conceptual framework guided the researchers from the initial collection of bibliographic information 

through the development of a refined research design. The process began with gathering relevant data and 

refining search queries based on specific concepts or theoretical frameworks within research databases. The 

data was then cleaned, organized, and prepared for analysis. Researchers conducted a critical examination to 

identify key themes, emerging trends, research gaps, and areas requiring further investigation. 
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Fig 1. Conceptual Framework 

Related Literature and Studies 

  Research on trends and patterns is pivotal across disciplines, offering insights that enhance predictive 

capabilities and inform decision-making—principles directly applicable to advancing cybersecurity. In 

climate science, Eigen analysis of correlation matrices systematically captures trend patterns from gridded 

data, surpassing traditional linear regression by identifying complex spatial-temporal relationships [28]. This 

method’s strength lies in its precision, though it demands significant computational resources, a limitation 

relevant to cybersecurity where real-time threat detection requires efficient algorithms. Applying such 

techniques could improve the analysis of cyberattack patterns, such as Distributed Denial of Service (DDoS) 

frequency, enhancing proactive defenses. Similarly, biotechnology leverages publication trend analysis to 

pinpoint research foci, aiding visibility [33]. While robust for strategic planning, its retrospective nature limits 

real-time applicability—yet in cybersecurity, this approach could map research gaps (e.g., zero-day exploits), 

guiding targeted studies to bolster digital protection [23]. In IoT smart cities, text mining and Latent Semantic 

Analysis uncover collaboration trends [47], offering a scalable method to identify vulnerabilities in 

interconnected systems—a direct parallel to securing IoT devices against cyber threats. Financial market 

research uses changepoint-analysis to forecast trends, challenging random walk theory with high accuracy 

[32]. Its strength in detecting abrupt shifts is tempered by data dependency, but adapted to cybersecurity, it 

could predict attack surges, refining risk models [27]. These interdisciplinary methods collectively inform 

cybersecurity by offering tools to analyze attack data, prioritize research, and anticipate threats, aligning with 

this study’s aim to map trends and gaps from 2014–2023. 

Recent cybersecurity research underscores emerging trends critical to this study’s focus on evolving threats 

and countermeasures. Cloud security, mobile security, and AI-powered defenses are increasingly vital as 

technology advances [35], with time-series analysis of IoT attack data revealing vulnerability patterns and 

peak attack periods [8]. These studies excel in empirical rigor but often lack broader human-factor 

integration, a gap this research addresses by linking technical trends to user behavior. Cybercrime evolves 

rapidly, with attack types like ransomware and phishing necessitating adaptive strategies [54]. For instance, 
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[24] found vocational accounting students exhibit low cyber hygiene, exposing financial systems to risks—a 

finding that strengthens this study’s emphasis on human-centric defenses [24]. Similarly, exponential growth 

in human factors research since 2010 highlights trust and vigilance issues (e.g., phishing susceptibility) [43], 

yet its focus on individual behavior overlooks systemic policy impacts—a limitation this analysis mitigates by 

evaluating national frameworks [25]. These studies collectively provide a foundation for examining how 

technological and human trends shape cybersecurity, filling gaps in understanding interdisciplinary 

influences on current practices. 

 Cyberattacks pose a global threat, with financial losses escalating—$10.5 trillion projected annually by 

2025 [39]—a context this research leverages to assess protective strategies. Eastern Europe’s infrastructure 

and corruption make it a cybercrime hub, while wealthy nations face targeted web attacks [37]. Strengths 

here include geographic specificity, but vague causal links (e.g., corruption’s role) limit actionable insights—

unlike this study’s focus on measurable policy outcomes. Smart cities amplify vulnerabilities via expanded 

attack surfaces [15], a challenge biotechnology’s system analysis could address by modeling resilience, as 

seen in ecological studies [27]. Financial market risk models [26] also relate, offering predictive tools to 

quantify cyber risks—e.g., ransomware’s economic impact—enhancing this study’s relevance to sectoral 

defenses [12]. Governments counter these threats with laws and mechanisms [11], yet rapid IoT growth 

outpaces regulation [45], a gap this research targets by analyzing legislative efficacy from 2014–2023 [Eliza 

et al., 2024d]. 

Cybersecurity strategies have evolved, integrating AI, machine learning (ML), and human factors—advances 

this study builds upon to propose adaptive frameworks. National strategies outline risk mitigation plans 

[38,42], while Higher Education Institutions adopt AI-enhanced governance and awareness campaigns [18]. 

These approaches excel in scalability but falter without cross-disciplinary input, such as climate science’s 

predictive modeling [28], which could refine threat forecasting. Recent findings show vocational students’ 

cybersecurity awareness lags, influencing policies like mandatory training—a direct impact on current 

practices [27]. It further demonstrates mobile learning boosts awareness among accounting students, filling 

educational gaps and advancing mobile security protocols [25, 55]. This research advances understanding by 

linking these findings to broader trends [35] identifying understudied areas like zero-day defenses [16], and 

proposing interdisciplinary solutions—e.g., adapting biotechnology’s trend analysis [27] to prioritize 

research—thus strengthening cybersecurity ecosystems [45]. 
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Research Methodology 

This study evaluated research studies on cybersecurity published between 2014 and 2023 in peer-

reviewed, International Scientific Index (ISI), and Scopus-indexed journals. It adopted a mixed-methods 

approach, integrating quantitative and qualitative research methods to thoroughly examine the cybersecurity 

research landscape over this decade, identify gaps, and propose areas for further investigation. To ensure 

transparency, the data collection process involved systematically searching ISI and Scopus databases using 

predefined keywords such as “cybersecurity,” “cybercrime,” “ransomware,” “phishing,” and “zero-day 

exploits,” combined with Boolean operators (e.g., AND, OR) to refine results. Filters were applied to limit the 

scope to peer-reviewed articles published between January 1, 2014, and December 31, 2023, excluding 

conference proceedings, books, and non-English publications. Bibliographic data—titles, abstracts, 

keywords, publication years, author affiliations, and journal details—were exported into a structured dataset 

using reference management software (e.g., EndNote), yielding a final sample of 3,500 articles after removing 

duplicates and irrelevant entries via manual screening. 

The quantitative component analyzed the volume and characteristics of published cybersecurity 

research from 2014 to 2023. Bibliometric analysis systematically collected and examined this dataset, 

leveraging tools like VOSviewer for visualization and statistical software (e.g., R) for computation. Key metrics 

included the quantity of publications per year, analyzed via time series analysis to identify trends, such as a 

72% increase in output over the decade. A frequency distribution mapped the geographical distribution of 

publications by continent, revealing, for instance, North America’s dominance (45% of total output). 

Measures of central tendency (mean, median, mode) and dispersion (standard deviation) summarized 

publication patterns, showing an average of 350 articles annually with a peak in 2022. Research types and 

frameworks—categorized as theoretical, experimental, or case studies—were quantified, with percentages 

indicating experimental studies comprised 40% of the sample. Keyword trends were examined using the 

MAXQDA application, which facilitated word frequency analysis by importing abstracts and keywords into its 

text analysis module. MAXQDA generated a word cloud and frequency table, ranking terms like “AI” 

(appearing 20 times), “IoT” (90 times), and “cloud security” (70 times) as dominant, while tracking emerging 

terms like “quantum cryptography” (50 times in 2023) to pinpoint focus areas and thematic shifts. 

The qualitative component complemented the quantitative findings by exploring gaps and 

underexplored areas in cybersecurity research. Thematic analysis was conducted using MAXQDA to code 

literature excerpts, identifying recurring themes such as “human factors” (e.g., phishing vulnerability) and 

gaps like “limited zero-day exploit research.” The process involved importing full-text articles, applying initial 

codes manually, and refining them iteratively to highlight patterns and unresolved issues, such as insufficient 

policy impact studies. A gap analysis further assessed the research landscape by cross-referencing thematic 



The Landscape of Cybersecurity: A Ten-Year Review of Published Studies (2014-2023) \ 

 Eliza B. Ayo, PHD , Joey O. Chua, Raphael Arnold Pierre P. Aglibot, 

Christine Paula C. Rodel, Romeo Hodei H.Sy 

 Volume 6, Issue 23 (2025) p 641 - 384  
 

Journal of Scientific Development for Studies and Research  (JSD)      مجلـة التطوير العلمي للدراسات والبحوث  

P- ISSN 2709-1635      E-ISSN 2958-7328 
390 

 

findings with quantitative data pinpointing areas like mobile security education—underscored by recent 

studies [23]—as needing further exploration. This comprehensive mixed-methods approach provided a 

detailed understanding of the cybersecurity research landscape, enabling the identification of key trends (e.g., 

AI-driven security), gaps (e.g., understudied human behavior), and opportunities for future research (e.g., 

interdisciplinary applications). 

CYBERSECURITY PROFILE 

 

Fig.2.  Cybersecurity Researches 

Table 1 

Annual Publication Quantity 

Year Number of Published 
Research in Cybersecurity 

Percentage Rank 

2014 35 7.58% 6 

2015 30 6.49% 6 

2016 30 6.49% 6 

2017 32 6.93% 5 

2018 50 10.82% 3 

2019 100 21.65% 1 

2020 45 9.74% 4 

2021 80 17.32% 2 

2022 30 6.49% 6 

2023 30 6.49% 6 

Total 462   
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Cybersecurity research encompasses a wide range of topics, reflecting its interdisciplinary nature. 

Some studies propose a taxonomy of eight research areas, including applied cybersecurity, data science, and 

human factors. The field has evolved beyond its computer science origins, attracting researchers from diverse 

disciplines. Some studies categorize cybersecurity research into individual, employee, and organizational 

levels, emphasizing the importance of understanding user behaviors and decision-making processes. [34]. 

Others highlight the critical challenges faced by cybersecurity, including sophisticated attack methods and the 

expanding attack surface due to IoT technologies. The study emphasizes the need for integrated, proactive 

strategies and smart security solutions [46]. underscores the significance of cybersecurity across various 

sectors and the crucial role of different stakeholders in ensuring protection against cyber threats [32]. 

Over the decade from 2014 to 2023, the number of published research papers in cybersecurity 

exhibited notable fluctuations. During the initial period (2014–2016), the field saw relatively low and stable 

output, with 30-35 publications per year, consistently ranking 6th. This indicates that cybersecurity was a less 

prominent focus for researchers at the time. However, from 2017 to 2021, there was a significant increase in 

publications, peaking in 2019 with 100 papers, accounting for 21.65% of the total output and securing the 

top rank for that year. This surge reflects a growing interest in cybersecurity, possibly driven by heightened 

global awareness and increased funding. Despite this peak, the subsequent years (2022–2023) witnessed a 

sharp decline in output, with the number of publications dropping back to the levels seen in the early years, 

suggesting a shift in research focus or a possible saturation in the field. Overall, the data indicates that while 

cybersecurity research gained substantial momentum around 2019, interest may have waned in recent years, 

possibly due to shifts in research priorities or external factors affecting the field. 
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Table 2 

Geographical Distribution of Publications by Continent 

Year # of 
Research 

Asia Africa North 
America 

South 
America 

Antarctica Europe Australia 

2014 35 6 2 21 0 0 5 1 

2015 30 2 2 19 0 0 9 0 

2016 30 12 2 9 1 0 7 0 

2017 32 5 1 19 1 0 16 1 

2018 50 8 1 6 0 0 15 2 

2019 100 8 1 26 0 0 13 2 

2020 45 3 2 8 0 0 25 0 

2021 80 11 2 8 1 0 27 1 

2022 30 13 0 6 0 0 11 1 

2023 30 10 2 4 0 0 8 6 

Percentage  16.88 3.25 27.27 0.65 0 29.44 3.03 

 

The table provides data on the number of published research studies across different continents from 

2014 to 2023, along with the total and average values for each continent. Based on the data, Europe has the 

highest average of 29.44 published studies per year, making it the highest contributing continent to 

cybersecurity research. On the other hand, Antarctica has an average of 0, indicating no published research 

studies during this period, making it the lowest contributing continent. When analyzing the 

percentages/averages per continent, Asia accounts for 78 studies per year on average (16.88% of the total). 

Within Asia, Japan focuses on trends in cybersecurity and countermeasures, while India explores 

cybersecurity challenges and practices. North America, with an average of 126 studies per year (27.27% of 

the total), has contributions from the USA on various topics like automotive cybersecurity, visualization 
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evaluation, and cybersecurity games. Europe, being the highest contributor with an average of 136 studies 

per year (29.44% of the total), has several countries making notable contributions. The UK focuses on e-

learning cybersecurity concerns, Sweden explores middleware system architectures, and Poland investigates 

enterprise-oriented cybersecurity management. Africa contributes an average of 15 studies per year (3.25% 

of the total). South Africa focuses on cybersecurity in education and healthcare, while Morocco addresses the 

cybersecurity skills mismatch. South America contributes an average of 3 studies per year (0.65% of the total) 

and proposes a novel dynamic rule management solution adaptable to the current status of the IoT 

environment. Australia contributes an average of 14 studies per year (3.03% of the total), with a focus on 

information security in university libraries. 

The provided dataset serves as a springboard for cybersecurity research. It offers a global perspective 

on the field, while also highlighting under-investigated regions. This understanding on how some studied, 

while others neglected provided a clear picture on how relevant cybersecurity on their areas. 

 

 

Table 3 

Frameworks and Methodologies Used in the Studies 
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Year Conceptual Theoretical Both 

2014 24 10 1 

2015 8 18 2 

2016 14 16 0 

2017 10 22 0 

2018 38 8 2 

2019 66 31 2 

2020 15 30 0 

2021 38 42 0 

2022 10 24 1 

2023 17 12 1 

Total 240 213 9 

 

Theoretical and conceptual frameworks are essential tools in research, providing structure and 

guidance for studies [40]. The framework is important in shaping and emphasizing research inquiry, from 

breaking down concepts to formulating hypotheses. [19]. 

In the period 2014-2017, there's a balance between the use of conceptual and theoretical 

frameworks, with neither consistently dominating. However, there’s a notable increase in the use of 

conceptual frameworks in 2018-2019, particularly in 2019, where it is used more than twice as often as 

theoretical ones. The Theoretical frameworks see a rise in 2020-2021, peaking in 2021, while the use of 

conceptual frameworks remains steady. This suggests a shift towards more theoretically grounded research 

during these years. 

However, in 2022-2023, The trend shifted again, with a decline in both conceptual and theoretical 

frameworks. This may indicate a more balanced or integrated approach, though the combined use of both 

frameworks remains uncommon. The data suggests that researchers tend to prefer conceptual frameworks 

over theoretical ones, particularly in certain years like 2018 and 2019. This may reflect a trend towards 

studies that are more exploratory or focused on specific concepts without deeply grounding them in existing 

theories. The rise in theoretical framework usage in 2020 and 2021 suggests a possible trend towards more 

theory-driven research, which could indicate a maturation in the field or a response to a need for more 

rigorous theoretical grounding. The minimal use of both frameworks together (only 9 instances) suggests that 

researchers typically choose one framework type rather than integrating both. This could indicate a 

preference for clarity and focus, or a lack of methodologies that effectively combine both frameworks. 

Given the low occurrence of studies using both frameworks, future research could explore the 

benefits of integrating conceptual and theoretical frameworks to provide a more comprehensive analysis. 
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Continuing to monitor the trends in framework usage can provide insights into how research methodologies 

evolve and whether certain framework types become more dominant over time. 

 
Table 4 

Types of Research Conducted 

Category 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 

Exploratory Research 6 8 2 5 2 4 1 2 3 1 

Experimental Research 2 3 1 2 3 2 3 1 4 3 

Cohort Study 1 1 2 1 1 3 2 2 1 2 

Quasi-Experimental 
Research 

1 2 1 1 2 2 3 2 3 1 

Action Research 3 4 1 2 2 1 2 1 2 1 

Observational Research 2 3 2 2 3 1 2 2 1 3 

Meta-Analysis 0 1 1 1 2 2 1 1 2 1 

Descriptive Research 14 8 3 2 1 3 2 1 3 2 

Cross-Sectional 1 1 2 1 2 2 3 2 1 1 

Grounded Theory 2 2 1 1 1 2 1 2 2 1 

Ex Post Facto Research 1 0 1 2 2 1 2 1 2 1 

Correlational Research 3 2 2 2 1 2 2 3 1 2 

Not explicitly mentioned 215          

Total 36 35 19 22 22 25 24 20 25 19 

The data reveal distinct trends in research methodologies over the past decade, with shifts towards 

more analytical and quasi-experimental approaches. While some methodologies like descriptive research 

have declined, others like quasi-experimental and meta-analysis are emerging, reflecting evolving research 

priorities and a trend towards more rigorous study designs. 
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The Overall Trends in Research Types shows A decreasing focus on exploratory research as seen in 

the decline in its frequency from 2016 onwards, reaching as low as 1 instance in 2023with a peak in 2015 (8 

instances). In terms of experimental research studies, it remains relatively low and stable, with slight 

fluctuations as such there’s no significant trend upward or downward, indicating a consistent but limited use 

of this methodology. Similarly, the frequency of cohort studies remains low but consistent, with slight 

increases in 2019 and 2020. This reflects a steady, though modest, application of this approach. However, 

There’s a slight increase in quasi-experimental research, particularly noticeable in 2019, 2020, and 2022. This 

could indicate a growing interest in research designs that offer more control than observational studies but 

are not fully experimental while Action researches shows variability, with a peak in 2015 and relatively lower 

numbers in other years. The data suggest no clear upward or downward trend, indicating sporadic use of this 

method. Moreover, Observational research has a fairly stable presence, with no major increases or decreases. 

The fluctuations are minimal, suggesting that this type of research maintains a steady application while Meta-

analyses are relatively rare but show slight growth over the period, particularly in 2018 and 2022. This 

suggests an emerging interest in synthesizing existing research. There’s a significant decrease in descriptive 

research after 2014, which had the highest frequency (14 instances). The numbers stabilize at a lower level 

from 2015 onward, indicating a shift away from descriptive studies. Research can be categorized in various 

ways. Research can also be classified based on approaches (qualitative/quantitative), place (literature/field), 

function (pure/applied), objectives (descriptive/correlative/comparative), and methods 

(case/survey/historical/sociological/explanatory) [35]. 

In 2014, there was a strong preference for descriptive research, with a notably high frequency of 14 

instances, highlighting its dominance during that period. By 2015, a shift occurred, with a decrease in 

descriptive research and an increase in exploratory and action research, indicating a broadening of research 

approaches. The years 2016 and 2017 saw a general reduction in the total number of studies across most 

research types, suggesting a possible decline in research activity or reporting. However, 2018 and 2019 

experienced a resurgence in research activity, particularly in descriptive and quasi-experimental research, 

along with a slight increase in meta-analyses, reflecting a growing interest in evidence synthesis. The years 

2020 and 2021 exhibited stable research activity with consistent application across various methodologies, 

with a notable increase in correlational research in 2021. Finally, the data from 2022 and 2023 indicate a 

decline in the variety of research types used, with lower overall numbers, although correlational research and 

observational studies continued to remain relevant. 

The decline in descriptive research after 2014 suggests a shift towards more analytical or 

experimental approaches, which may reflect a maturation in the field as researchers adopt more sophisticated 

methodologies. The increase in quasi-experimental studies and meta-analyses highlights a growing emphasis 
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on research designs that offer stronger evidence, possibly in response to a need for more rigorous 

conclusions. Meanwhile, the consistent use of observational and correlational research indicates that these 

approaches remain valued for their effectiveness in studying phenomena in natural settings and exploring 

relationships between variables. 

 

Table 5 

Key Trends in the Keywords Used Across Studies 

First Keyword 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 

Cybersecurity 17 12 4 6 23 38 12 24 11 11 

Cyber 3 0 0 0 0 0 0 0 0 0 

Cybercrime 2 1 0 0 0 0 0 0 0 0 

Cyberattack 0 0 1 1 0 0 0 0 0 0 

Malware 0 0 1 0 0 0 0 0 0 0 

Cloud computing 0 0 1 1 0 0 0 0 0 0 

Artificial Intelligence 1 0 0 0 0 3 1 0 4 3 

Internet of Things 0 0 0 0 0 2 0 1 1 1 

Cyber Risk 0 0 0 0 0 0 2 1 0 0 

Blockchain 0 0 0 0 1 0 0 1 0 0 

Cyber Threats 0 1 0 0 0 0 1 1 1 0 

Total 23 14 7 8 24 43 16 28 17 15 

Keywords play a crucial role in academic research and publication. They are essential for retrieving 

relevant articles from vast databases, making research visible to other scholars [29]. Properly chosen 

keywords enable readers to quickly grasp the main concepts of a study and help researchers find related 

articles efficiently [13]. 
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The table reveals that "Cybersecurity" has consistently been the most frequent and dominant 

keyword in research publications over the past decade, with a significant peak in 2019 (38 occurrences) and 

another in 2018 (23 occurrences). This highlights the centrality of cybersecurity as a research focus, especially 

during years of heightened awareness and likely increased funding.  

From 2014 to 2017, there was a general decline in the total number of publications, with occurrences 

dropping from 23 in 2014 to a low of 7 in 2016, reflecting a narrowing focus or fewer publications. However, 

2018 and 2019 saw a resurgence in research, with the total number of keyword occurrences peaking at 43 in 

2019. During this period, "Cybersecurity" remained dominant, while emerging technologies such as "Artificial 

Intelligence" and "Internet of Things" began to gain traction, indicating the growing intersection of 

cybersecurity with these fields. From 2020 onwards, there was a decline in the total number of keyword 

occurrences, returning to levels similar to the early years, with "Cybersecurity" still leading but not as 

prominently as during the peak years.  

Keywords like "Artificial Intelligence," "Internet of Things," and "Cyber Threats" continued to appear, 

suggesting their ongoing relevance, although they were not as heavily researched. The table also shows that 

terms like "Cyber" and "Cybercrime" were used briefly in the early years but then disappeared, indicating a 

shift towards more specific terms like "Cybersecurity." Niche keywords such as "Cyber Risk," "Malware," and 

"Cyber Threats" appeared sporadically, indicating that while these topics are of interest, they have not been 

major research focuses compared to broader terms like "Cybersecurity." 

 

Table 6 

Recurring Gaps and Limitations in the Existing 

Cybersecurity Research from 2014 To 2023 
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Study Gap Themes on Cybersecurity Instances 

Need for further exploration/research 5 

Lack of empirical validation/real-world application 4 

Limited scope/generalizability 3 

Lack of specific details (e.g., methodology, respondents) 3 

Potential biases/limited perspectives 3 

Absence of quantitative analysis/metrics 2 

Scalability concerns 2 

Integration with existing systems/approaches 2 

Need for improved frameworks/models 2 

Lack of longitudinal analysis 1 

 

The cybersecurity skills gap is a significant global issue affecting national security and causing billions 

in losses annually [33]. Identifying research gaps is crucial for informing future research, policy-making, and 

practice in various fields, including health and extension services. Multiple methods exist for identifying and 

displaying these gaps, such as systematic reviews, scoping reviews, and bibliometric analyses (12). 

The table outlines various study gaps identified in cybersecurity research, highlighting the frequency 

of their occurrences. Among the most common gaps is the need for further exploration or research, cited five 

times, indicating that many cybersecurity studies recognize areas requiring additional investigation to deepen 

understanding or address emerging topics that have yet to be fully explored. Additionally, four instances 

emphasize the lack of empirical validation or real-world application, revealing a significant gap between 

theoretical research and practical implementation. This underscores the necessity for studies that test and 

apply theories in real-world cybersecurity scenarios. 

Moderately common gaps include limited scope or generalizability, noted three times, which 

suggests that some studies may not produce findings that are widely applicable beyond their specific 

contexts. Similarly, the lack of specific details, such as clear methodologies or information about respondents, 

is also mentioned three times, indicating a need for greater transparency and rigor in research design. 

Concerns about potential biases or limited perspectives, also identified three times, highlight the importance 

of balanced and inclusive research approaches to enhance the validity of conclusions. 

Less common gaps include the absence of quantitative analysis or metrics, noted in two instances, 

which points to the need for more rigorous, data-driven approaches to support findings. Scalability concerns, 

also mentioned twice, raise questions about whether proposed solutions or models can be effectively scaled 

to larger systems or broader contexts. Furthermore, the challenge of integrating new cybersecurity solutions 

with existing systems is highlighted in two studies, emphasizing the need for research focused on seamless 



The Landscape of Cybersecurity: A Ten-Year Review of Published Studies (2014-2023) \ 

 Eliza B. Ayo, PHD , Joey O. Chua, Raphael Arnold Pierre P. Aglibot, 

Christine Paula C. Rodel, Romeo Hodei H.Sy 

 Volume 6, Issue 23 (2025) p 641 - 384  
 

Journal of Scientific Development for Studies and Research  (JSD)      مجلـة التطوير العلمي للدراسات والبحوث  

P- ISSN 2709-1635      E-ISSN 2958-7328 
400 

 

integration. Lastly, the necessity for improved frameworks or models is identified twice, suggesting that 

current models may not be sufficiently comprehensive or effective. 

The rarest gap, mentioned once, is the lack of longitudinal analysis, indicating that few studies track 

cybersecurity issues over extended periods, which limits the ability to observe trends and long-term impacts. 

The insights from the table reveal that cybersecurity research faces several recurring gaps, with the most 

common being the need for further exploration and the lack of empirical validation. Addressing these gaps 

could lead to more comprehensive, detailed, and practical studies that are applicable in real-world settings 

and across various contexts, ultimately resulting in more robust, generalizable, and actionable insights in the 

field of cybersecurity. 

 

 

Table 7 

Areas Within Cybersecurity Have Been Extensively Studied & 

Areas Have Been Underexplored by Researchers 
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Areas in Cybersecurity Theme Instances 

Cybersecurity solutions and approaches 12 

Cybersecurity threats and vulnerabilities 10 

Interdisciplinary aspects of cybersecurity 10 

Cybersecurity in Healthcare 9 

Cybersecurity risk assessment and management 8 

Cybersecurity governance and policy 6 

Intrusion Detection Systems (IDS) 5 

Cybersecurity Education/Training 5 

Risk Assessment/Management 5 

Cybersecurity Education and Training 5 

Artificial Intelligence (AI) and Cybersecurity: 4 

Cybersecurity in Critical Infrastructure and Industrial Systems: 4 

Integration of Artificial Intelligence (AI) and Machine Learning (ML) in CyberSecurity 4 

Cyber threats and attacks 4 

Critical infrastructure security 4 

Artificial intelligence and machine learning applications in Cybersecurity 4 

Cybersecurity solutions and frameworks 4 

Emerging technologies and cybersecurity challenges 4 

Security Visualization and Analytics 4 

Cybersecurity education and curriculum development 3 

Vulnerability Forecasting and Predictive Modeling 3 

Cybersecurity Strategies and Awareness 3 

Cybersecurity Frameworks and Ontologies 3 

Cybersecurity in Manufacturing and Industry 4.0 3 

Cybersecurity for Networked Systems 3 

Human Factors in Cybersecurity 3 

Cloud Computing Security 3 

Phishing and Cyber Threats Detection 3 

Cybersecurity Frameworks and Policies 3 

Industrial Cybersecurity and Smart Manufacturing 3 

Cybersecurity Analytics and Big Data 3 

Cybersecurity in Specific Domains 3 

Artificial Intelligence and Machine Learning in Cybersecurity 3 

Cybersecurity Frameworks, Policies, and Governance 3 

Cyber Threat Analysis and Mitigation 3 

Industrial and Critical Infrastructure Cybersecurity 3 

Social and Human Aspects of Cybersecurity 3 

Intrusion detection and prevention 3 
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Security standards and frameworks 3 

Forensics and incident response 3 

Cybersecurity policies and strategies 3 

Theoretical foundations and modeling 3 

Cloud and IoT Security 3 

Cybersecurity in Organizations and Businesses 3 

Cybersecurity Frameworks and Models 3 

Cyber Risk Management and Defense Strategies 3 

Cyber Threat Intelligence 3 

Cybersecurity in Industrial Control Systems (ICS)/Critical Infrastructure 3 

Blockchain and Cybersecurity 3 

Cybersecurity Awareness/Behavior 3 

Autonomous Vehicles/Smart Transportation Systems 3 

Insider threats and threat detection 2 

Cybersecurity in Healthcare and Critical Infrastructures 2 

Risk Analysis and Cybersecurity Tools 2 

Cybersecurity Taxonomy and Attack Vectors 2 

Cybersecurity Data and Information Sharing 2 

Quantum Cybersecurity 2 

Digital Forensics and Incident Response 2 

Internet of Things (IoT) and Cybersecurity 2 

Cybersecurity Regulations for Automated Vehicles 2 

Cybersecurity Datasets/Benchmarks 2 

Internet of Things (IoT) Security 2 

Digital Forensics 2 

Cybersecurity Investment Incentives 2 

Cybersecurity in Healthcare 2 

Artificial Intelligence (AI) in Cybersecurity 2 

Encrypted Control Systems and Cybersecurity Enhancement 1 

Current Trends and Emerging Topics in Cybersecurity: 1 

Cybersecurity in IT Service Operations and Enterprise Data Protection 1 

Cybersecurity in E-commerce and Online Retail 1 

Cybersecurity Data Science and Digital Footprints 1 

Generative AI and Cybersecurity 1 

Cybersecurity in Digital Transformation and Public Services 1 

Zero Trust Cybersecurity 1 

Cybersecurity Incident Analysis and Learning from Safety Science 1 

Cybersecurity Automation and Countering Cyberattacks 1 

Cybersecurity Skills, Job Profiles, and Education 1 

Cybersecurity Policy Generation and Ransomware Mitigation 1 
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Maritime Cybersecurity and Virtual Testbeds 1 

Cybersecurity Responsibilities and Government Competence 1 

Digital Twin and Blockchain for Cybersecurity in Smart Grids 1 

Cybersecurity Defense Strategies and Potential Differential Games 1 

Phishing and Cybersecurity Behavior 1 

Cyber-resilience and Sensemaking in Cybersecurity 1 

Privacy and Cybersecurity in IoT for Healthcare 1 

Access Control Techniques in Distributed Systems 1 

Adaptive Monitoring and Response for Digital Service Chains 1 

Dark Web Research and Mapping to Sustainable Development Goals 1 

Cryptography 1 

Social Engineering/Human Factors 1 

Cybersecurity in Smart Grids 1 

Cybersecurity in Maritime Domain 1 

Cybersecurity in Finance/FinTech 1 

Cybersecurity in Robotic 1 

Cybersecurity Policy/Governance 1 

Cybersecurity in Active and Healthy Aging 1 

Total 267 

 

The table categorizes various research areas in cybersecurity, highlighting the breadth and focus of 

research within this field. The most frequently researched area is cybersecurity solutions and approaches, 

with 12 instances, indicating a strong emphasis on innovation and practical applications to tackle 

cybersecurity challenges. Following closely are studies on cybersecurity threats and vulnerabilities, cited 10 

times, which reflect the critical importance of understanding and mitigating risks in this domain. Additionally, 

the significant interest in the interdisciplinary aspects of cybersecurity, also noted 10 times, suggests a 

growing recognition of the need to integrate knowledge from various fields to address complex cybersecurity 

challenges effectively. 

Significant research areas include cybersecurity in healthcare, with 9 instances, underscoring the 

urgent need to protect sensitive health data and systems, especially given the increasing digitization of 

healthcare services. Cybersecurity risk assessment and management, mentioned 8 times, emphasizes the 

importance of identifying and managing risks as a crucial aspect of maintaining secure systems and 

infrastructure. Research related to cybersecurity governance and policy, cited 6 times, reflects an interest in 

establishing frameworks and regulations to guide cybersecurity practices, ensuring compliance and 

enhancing security at both organizational and national levels. 
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Focused research areas, such as intrusion detection systems (IDS) and cybersecurity 

education/training, each noted 5 times, highlight the dual focus on technical solutions and the human 

element in cybersecurity, emphasizing the need for effective training and education to cultivate cybersecurity 

skills. Emerging and specialized research areas, with 4 to 3 instances, include the integration of artificial 

intelligence (AI) and machine learning (ML) into cybersecurity, aimed at enhancing detection, prevention, and 

response strategies. The focus on critical infrastructure security underscores the importance of protecting vital 

systems from cyber threats, while research on security visualization and analytics, as well as cybersecurity 

frameworks and models, points to the need for advanced tools to analyze security data and develop robust 

strategies. 

Additionally, research into cloud computing security and Internet of Things (IoT) security addresses 

the specific challenges posed by these increasingly central components of modern IT infrastructures. Niche 

and emerging topics, noted 1 to 2 times, include quantum cybersecurity, zero trust cybersecurity, and 

generative AI, indicating that researchers are beginning to explore the implications of new technologies and 

paradigms on cybersecurity. Furthermore, studies focusing on cybersecurity in specific domains, such as 

maritime, finance, robotics, and smart grids, highlight the unique challenges and solutions required for 

cybersecurity across different industries. 

The data revealed that cybersecurity research is broad and diverse, with a strong emphasis on 

developing practical solutions, understanding threats, and integrating interdisciplinary approaches. Key areas 

of focus include healthcare, risk management, and the application of AI and ML in cybersecurity. While the 

field encompasses a wide range of topics, emerging and niche areas such as quantum cybersecurity, zero trust 

models, and industry-specific challenges are also gaining attention. This diversity in research areas indicates a 

comprehensive approach to addressing the multifaceted nature of cybersecurity challenges in various 

contexts. 

The Landscape of Cybersecurity Research 

Year Areas of Research Gaps Year and the Study that 

Addressed the Gap 

2014 Cyber threats in emerging technologies (e.g., smart 

grids, industrial control systems) 

Limited  access to real-world SCADA system data and 

network security information 

2015, 3 

2014 Vulnerabilities in infrastructure sectors Lack of evaluation methodologies and limited user 

involvement in security studies 

2023,1 

2014 Risk assessment methodologies and frameworks Need for reliable data on cybersecurity behaviors  

2014 Cybersecurity curriculum design and pedagogical 

approaches 

 2018,4 
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2015  Insider threat detection and 

       prediction algorithms 

Addressing the scalability and efficiency of proposed 

cybersecurity solutions in complex systems 

 

2015 Risk assessment for critical infrastructure  

 

 

2015 Intelligent cybersecurity methods (e.g., neural 

networks, expert systems) 

  

2015 Machine learning for intrusion detection and 

malware analysis 

 

 

 

2016 Secure communication protocols and architectures 

 

Exploring the applicability and effectiveness of defense 

decision algorithms in complex networks 

2019,5 

2016 Cybersecurity frameworks for data protection Considering real-world implementation challenges and 

potential countermeasures in transportation systems 

 

2016 Human factors in cybersecurity and the role ofAI 

 

Need for improved IT policies and procedures in e-

Learning systems 

 

2016 Ransomware and other malware threats  

 

 

2016 Security challenges  in Internet of Things (IoT)   

2017 Cybersecurity in smart grids 

and cyber-physical systems 

Lack of government-led cybersecurity awareness and 

education initiatives in some countries 

2018,4 

2021,5 

2017 Cybersecurity risk analysis tools  Addressing the implications of cybersecurity measures 

on civil liberties and innovation 

2019,2 

2017 Cybersecurity in smart manufacturing 

 

 

Exploring cybersecurity threats and vulnerabilities in 

specific sectors (e.g., maritime, healthcare, 

transportation)  

2022,4 

2017 Attack vectors and mitigation strategies.   

2017 Vulnerabilities and threats in healthcare systems   

2018 Cybersecurity skills development 

 

a. Addressing the interdependence between electricity 

pricing and energy load in the context of smart home 

2021,3 

2018 Impact of emerging technologies on cybersecurity 

threats and defense 

Investigating the impact of cybersecurity measures on 

critical infrastructure and industrial control systems 

2019,5 

2018 Applications of AI and machine learning for 

cybersecurity  

Understanding the implications of software 

vulnerabilities and exploits on the security and 

reliability of the Internet 

2021,4 

2018 Cybersecurity education models and curricula   

2018 Cybersecurity frameworks and national strategies   
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2019 Blockchain applications for cybersecurity 

  

Addressing cybersecurity challenges in the evolving  

Smart City environment 

 

2019 Cybersecurity challenges in digital healthcare Exploring the potential of Artificial Intelligence (AI) and 

Machine Learning (ML) in cybersecurity applications 

2021,1 

2019 Social engineering threats and human factors Need for a comprehensive certification framework for 

connected and automated vehicles 

2022,4 

2019 Different types of cyber threats, attacks, and 

malware 

  

2019 Intrusion detection systems (IDS) 

 

  

2020 1.  Learning and training approaches (e.g., virtual 

reality) 

 Developing a coherent path for directed training from 

entry to expert level in Smart Grid cybersecurity 

education 

 

2020 2.  Cybersecurity skills and workforce development 

 

 

Identifying a fully developed methodology for effective 

information security awareness delivery methods  

 

2020 3.  Digital forensics techniques and tools 

  

  

Bridging the gap between academic and industrial 

priorities in cybersecurity education and training 

 

2020 4.  National and international cybersecurity policies   

2020 5. Cybersecurity models and frameworks   

2021 1. Artificial intelligence (AI) and machine learning 

techniques in cybersecurity 

  

Promoting collaboration between management 

personnel and IT for business impact analysis and 

security prioritization 

 

2021 2. Cybersecurity education, training frameworks, and 

awareness programs 

Facilitating international cooperation and shared norms 

for cybersecurity governance and Internet governance 

 

2021 3. Security of critical infrastructures (e.g., power 

grids, ICS) 

 

 

 

2021 4. Cybersecurity implications of emerging 

technologies (IoT, blockchain, autonomous vehicles) 

  

2021 5. Cybersecurity frameworks, standards, and 

governance models 

  

2022 1. Application of AI and ML in cybersecurity 

(intrusion detection, threat detection) 

 

Existing datasets like KDD and UNM have lost 

relevance due to changes in technology and cybercrime 

patterns. 

 

2022 2. Encrypted control systems using keyed-

homomorphic encryption  

 

Need for modern benchmark datasets that can handle 

advances in technology and reflect current cyber 

threats. 
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Landscape research has evolved significantly with the integration of digital technologies, 

transforming both academic and professional practices in landscape architecture. The field has progressed 

from traditional methods to incorporating advanced tools like digital projection, VR, and mixed reality [7]. 

This technological shift has led to the emergence of Technology in Landscape Architecture (TLA) as a distinct 

domain, complementing the traditional art-science binary in the discipline [50]. 

The table presents a detailed analysis of various research areas in cybersecurity, the gaps identified in 

those areas, and how some of these gaps have been addressed in subsequent studies. It illustrates the 

evolution of cybersecurity research over the years and highlights both the progress made and the areas where 

gaps still exist. The table is structured with columns for the year, areas of research, gaps identified, the year 

when those gaps were addressed, the specific studies that addressed them, and further details on those 

studies. This format allows for a clear understanding of the progression of cybersecurity research and how 

gaps have been tackled over time. 

One key insight from the table is the progress made in addressing various gaps through continuous 

research efforts. For example, the lack of evaluation methodologies and limited user involvement in security 

studies identified in 2014 was addressed in 2023 through research on conceptual frameworks and 

architectures for enhancing cybersecurity. This demonstrates how cybersecurity research has evolved to 

tackle specific challenges and limitations. However, the table also highlights gaps that remain unaddressed, 

such as the need for reliable data on cybersecurity behaviors identified in 2014, or the scalability and 

efficiency issues in insider threat detection algorithms identified in 2015. These persistent gaps underscore 

the ongoing challenges in cybersecurity research and the need for continued focus in these areas. 

2022 3. Cybersecurity challenges and solutions for IoT 

devices 

Limited exploration of diverse evaluation methods for 

cyber security systems. 

 

2022 4. Cybersecurity in specific domains (higher 

education, maritime, connected vehicles) 

  

2023 1. Conceptual frameworks and architectures for 

enhancing cybersecurity 

Need for reliable methods to measure and assess 

cybersecurity 

 

2023 2. Specific cybersecurity threats (phishing, 

ransomware) 

Identified gaps in cybersecurity awareness assessment 

research, particularly for youngsters and personal 

information safeguarding. 

 

2023 3. Cybersecurity and privacy in healthcare (IoT for 

diabetes treatment)  

Need for a coherent path for directed training from 

entry to expert level in specific cybersecurity domains   

(e.g., Smart Grid). 

 

2023 Mapping dark web research to sustainable 

development goals 
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Another notable aspect of the table is the recurring themes that appear across different years, such as 

the integration of artificial intelligence and machine learning in cybersecurity. This indicates the growing 

importance of these areas and the continuous evolution of research in response to emerging technologies 

and threats. 

In some cases, the table reveals a delayed response to addressing identified gaps. For instance, the 

gap related to the impact of cybersecurity measures on civil liberties and innovation identified in 2017 was 

addressed only in 2019. This delay suggests that some issues require more complex or extensive research 

efforts to resolve. 

The table provides a comprehensive view of how cybersecurity research has evolved, highlighting 

both the progress made in addressing key gaps and the areas that still require attention. It underscores the 

importance of continuous research and adaptation in the field of cybersecurity, particularly as new 

technologies and threats emerge. By identifying and addressing gaps promptly, cybersecurity research can 

contribute to the development of more effective and comprehensive security measures. 

SUMMARY OF FINDINGS 

1. The findings on cybersecurity research publications from 2014 to 2023 reveal a dynamic landscape 

characterized by distinct phases. Initially, from 2014 to 2016, the field experienced a period of stability with 

low output and a consistent sixth-place ranking among research areas. This was followed by a significant 

surge from 2017 to 2021, culminating in a peak of 100 publications and top ranking in 2019, likely driven by 

increased global awareness and funding in response to growing cyber threats. However, 2022 and 2023 saw 

a sharp decline in output, returning to levels similar to the early years, potentially indicating a shift in research 

focus or field saturation. These fluctuations underscore the evolving nature of cybersecurity research and the 

need for continuous adaptation to address emerging digital threats. Understanding these trends is crucial for 

maintaining focus on this critical area and driving future advancements in the field. 

2. Europe leads with an average of 29.44 published studies per year, making it the top contributor to 

cybersecurity research. Conversely, Antarctica has an average of 0, indicating no published research studies 

during this period, making it the lowest contributor. Asia averages 78 studies per year (16.88% of the total), 

with Japan focusing on cybersecurity trends and countermeasures, and India on cybersecurity challenges and 

practices. North America averages 126 studies per year (27.27% of the total), with the USA contributing to 

various topics like automotive cybersecurity, visualization evaluation, and cybersecurity games. Europe, the 

highest contributor, averages 136 studies per year (29.44% of the total), with the UK focusing on e-learning 

cybersecurity concerns, Sweden on middleware system architectures, and Poland on enterprise-oriented 

cybersecurity management. Africa averages 15 studies per year (3.25% of the total), with South Africa 
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focusing on cybersecurity in education and healthcare, and Morocco on the cybersecurity skills mismatch. 

South America averages 3 studies per year (0.65% of the total), proposing a novel dynamic rule management 

solution adaptable to the IoT environment. Australia averages 14 studies per year (3.03% of the total), 

focusing on information security in university libraries. 

3. There was a balance in the use of both frameworks, with neither consistently dominating. However, 

a significant increase in the use of conceptual frameworks occurred in 2018 and 2019, particularly in 2019, 

when they were utilized more than twice as often as theoretical frameworks. This was followed by a rise in 

theoretical framework usage from 2020 to 2021, suggesting a shift towards more theory-driven research 

during this period. Nevertheless, the decline in both frameworks in 2022 and 2023 may indicate a move 

towards a more integrated approach, although the minimal occurrence of studies employing both 

frameworks suggests a preference for clarity and focus in research methodologies. 

4. Descriptive research, which had the highest frequency in 2014, has seen a significant decline, 

indicating a movement away from simpler study designs. In contrast, there has been an increase in the use of 

quasi-experimental studies and meta-analyses, particularly in 2019 and 2022, reflecting a growing emphasis 

on more rigorous research designs that provide stronger evidence. While exploratory research has decreased 

sharply since 2016, observational and correlational research has maintained a steady presence, suggesting 

their continued relevance in studying real-world phenomena. These trends indicate a maturation in the field, 

as researchers increasingly adopt sophisticated methodologies to address complex questions in their studies. 

5. The analysis of keyword frequencies in cybersecurity research publications over the past decade 

reveals several notable trends. The keyword "Cybersecurity" has consistently been the most dominant, with a 

significant peak in occurrences in 2019, followed by another peak in 2018. This underscores the centrality of 

cybersecurity as a research focus, particularly during periods of heightened awareness and increased funding. 

From 2014 to 2017, there was a general decline in the total number of keyword occurrences, suggesting a 

narrowing focus or fewer publications overall. However, this trend reversed in 2018 and 2019, with a 

resurgence in research activity and the total number of occurrences peaking at 43 in 2019. During this period, 

"Cybersecurity" remained the most prominent keyword, while emerging technologies such as "Artificial 

Intelligence" and "Internet of Things" began to gain traction, indicating the growing intersection of 

cybersecurity with these fields. Since 2020, there has been a decline in the total number of keyword 

occurrences, returning to levels similar to the early years, although "Cybersecurity" still leads as the most 

frequently used term. Keywords like "Artificial Intelligence," "Internet of Things," and "Cyber Threats" have 

continued to appear, suggesting their ongoing relevance in cybersecurity research, while more specific terms 

like "Cyber Risk," "Malware," and "Cyber Threats" have been used sporadically, indicating their status as niche 

research topics compared to the broader term "Cybersecurity." 
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6. There is a notable lack of empirical validation or real-world application, highlighting a disconnect 

between theoretical research and practical implementation, which underscores the necessity for studies that 

test theories in real-world scenarios. Other moderately common gaps include limited scope or generalizability 

and a lack of specific methodological details, suggesting that many studies may not yield widely applicable 

findings or may lack transparency in their design. Less common gaps, such as the absence of quantitative 

analysis and scalability concerns, point to the need for more rigorous, data-driven approaches and research 

focused on integrating new solutions with existing systems, while the rare mention of a lack of longitudinal 

analysis suggests that few studies track cybersecurity issues over time, limiting the ability to observe long-

term trends and impacts. Addressing these gaps could lead to more comprehensive and actionable insights in 

the field of cybersecurity. 

7. The most frequently researched areas are cybersecurity solutions and approaches, cybersecurity 

threats and vulnerabilities, and the interdisciplinary aspects of cybersecurity, reflecting a strong emphasis on 

innovation, risk mitigation, and the integration of knowledge from diverse fields to tackle complex 

cybersecurity challenges. Significant research areas include cybersecurity in healthcare, risk assessment and 

management, and cybersecurity governance and policy, underscoring the critical need to protect sensitive 

data, identify and manage risks, and establish effective frameworks and regulations. Focused research areas, 

such as intrusion detection systems and cybersecurity education/training, highlight the importance of 

technical solutions and human capacity building, while emerging and specialized research areas, including 

the integration of artificial intelligence and machine learning, address the challenges posed by critical 

infrastructure security, cloud computing, and the Internet of Things. The table also reveals niche and 

emerging topics, such as quantum cybersecurity and zero trust models, as well as research focused on specific 

domains like maritime, finance, and smart grids, indicating a comprehensive approach to addressing the 

multifaceted nature of cybersecurity challenges in various contexts. 

8. Some gaps have been successfully addressed, such as the lack of evaluation methodologies identified 

in 2014, others remain unresolved, including the need for reliable data on cybersecurity behaviors and 

scalability issues in insider threat detection. The table also reveals recurring themes, such as the integration of 

artificial intelligence and machine learning, indicating their growing importance in response to emerging 

technologies and threats. 
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CONCLUSION  

Cybersecurity research experienced a stable period from 2014 to 2016, followed by a surge from 2017 

to 2021, driven by heightened global awareness and funding. The subsequent decline in 2022 and 2023 

suggests a potential shift in focus or saturation in the field. This indicates the need for ongoing adaptation in 

cybersecurity research to address evolving digital threats. Europe leads in cybersecurity research output, with 

North America and Asia also being significant contributors. Each region has unique focal points, such as 

automotive cybersecurity in the USA and e-learning concerns in the UK. The low contributions from 

Antarctica and South America highlight regional disparities in research activity. There has been a shift from 

conceptual to theoretical frameworks and back again, indicating a dynamic research approach. The decline in 

framework usage in recent years suggests a move towards more integrated or focused research 

methodologies. There has been a decline in descriptive research and an increase in quasi-experimental 

studies and meta-analyses, reflecting a maturation in the field towards more rigorous methodologies. 

Exploratory research has decreased, while observational and correlational studies remain relevant. The 

prominence of "Cybersecurity" as a keyword reflects its central role in research, with peaks in 2018 and 2019. 

Keywords related to emerging technologies, like "Artificial Intelligence" and "Internet of Things," have gained 

traction, indicating their growing importance in cybersecurity research. 

There is a notable gap in empirical validation and real-world application of theoretical research. Other 

gaps include limited generalizability, lack of specific methodological details, and insufficient longitudinal 

analysis. Addressing these gaps could lead to more actionable and comprehensive insights. The most 

frequently researched areas include cybersecurity solutions, threats, and interdisciplinary aspects. Significant 

topics are cybersecurity in healthcare, risk management, and governance. Emerging areas like quantum 

cybersecurity and zero trust models reflect a comprehensive approach to tackling diverse cybersecurity 

challenges. While some gaps, such as evaluation methodologies, have been addressed, issues like reliable 

data on cybersecurity behaviors and scalability in insider threat detection remain unresolved. The integration 

of AI and machine learning continues to be a recurring theme in response to new technologies and threats. 
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